Freedom of Information - Humberside Fire and Rescue Service 
2026/27 005 Cyber Security Breaches
 
The request is:

1. The number of cyber security breaches that have being identified that were found to be a result of a malicious threat actor (i.e. not accidental data breach)
1. The breakdown in high-level causes of these breaches as identified by cyber security incident response teams (CSIRTs), for example (but not limited to) unpatched software/hardware, lack of multi-factor authentication (MFA), leaked user credentials, lack of in-transit encryption, etc
1. The number of breaches that occurred that were attributed to a previously known vulnerability to the organisations hardware, software, policies, or processes, for example where system was known to be at risk due to being unpatched or out of support, or security controls were recommended but not enforced, and was defined within the resulting incident response report.
1. The estimated combined costs incurred as a result of cyber security breaches defined in request number one in each year.

The response is:
I can confirm that Humberside Fire and Rescue Service hold this information, however, unfortunately, we are unable to provide this information as it is exempt under Section 31(1)(a), Section 24(1), and Section 38(1) of the Freedom of Information Act 2000. 

31Law enforcement.
(1)Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—
(a)the prevention or detection of crime. 

Providing this information would assist those who want to attack our IT systems. It would reveal whether our crisis management and critical incident framework had or had not been invoked in relation to a serious cyber incident. 
Disclosing that crisis management and critical incident framework would help an IT attacker to establish that its attack had been detected, in particular as the nature of the attack might be such that the attacker could conclude with reasonable certainty whether it was or was not the cause of the invocation. Similarly, disclosing that the authority had not invoked its crisis management and critical incident framework would help an IT attacker to determine that its attack had not been detected. Both scenarios could provide attackers with a valuable insight into the public authority’s level of resilience, thereby facilitating the commissioning or concealment of crime in relation to fraud, data protection and terrorism. 
Complying with this request would make it more difficult to refuse information in similar cases in future. To routinely disclose information in this domain, this would facilitate an attacker’s ability to link its own activities to those of the Services.

This exemption requires a public interest test. 

Public Interest Test
Factors favouring disclosure - There is a legitimate public interest in our approach to cyber security and there may be circumstances where it is necessary and appropriate to publicly disclose details of a particular incident. 
Factors favouring non-disclosure - There is a significant public interest in protecting society from the impact of crime and not facilitating any steps which are likely to prejudice the prevention or detection of crime. There is a substantial public interest in not jeopardising the authority’s resilience to cyber threats given the potential repercussions in terms of ability to attend incidents effectively and ensuring public safety.
Balancing Test
Therefore, the public interest in maintaining the exemption outweighs the public interest in disclosing the information as requested. 

24National security.
(1)Information which does not fall within section 23(1) is exempt information if exemption from section 1(1)(b) is required for the purpose of safeguarding national security.

Disclosing this information would reveal information that would be helpful to those with malicious intent insight into our levels of resilience, thereby inviting them to disrupt our systems and therefore our operations as a fire and rescue service which can include national incidents. 

This is an absolute exemption and does not require a public interest test.

38Health and safety.
(1)Information is exempt information if its disclosure under this Act would, or would be likely to—
(a)endanger the physical or mental health of any individual, or
(b)endanger the safety of any individual.

Disclosing this information would be likely to invite someone with malicious intent to disrupt our systems and operations as detailed above. Given our role as a fire and rescue service, disruption to our systems and operations will therefore endanger the safety of members of the public and our staff.

This exemption requires a public interest test. 

Public Interest Test
Factors favouring disclosure – There is a legitimate public interest that Humberside Fire and Rescue Service has strong and effective systems and controls in place to support effective service delivery.
Factors favouring non-disclosure – Disclosing this information will invite those with malicious intent to disrupt or exploit our systems, therefore disrupting our operations and putting the public and our staff at risk of danger.
Balancing Test
It is not in the public interest to disclose this information as it would be likely to invite individuals with malicious intent to exploit our systems and disrupt our operations, therefore putting the public and our staff at risk of danger.


If you are unhappy with the handling of your request, you have the right to ask for an internal review. A request for an internal review should be made within 40 working days of the date of this email. If you are not happy with the outcome of the internal review, you have the right to apply direct to the Information Commissioner at www.ico.org.uk/foicomplaints. The postal address is: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

